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AtStudsvik, we collectandprocessinformationaboutindividuals(i.e. ‘personal
data’) for business purposes, including employment and HR administration,
provision of our services, marketing, business administration and because

of regulatory obligations. This includes personal data relating to our staff,
customers, suppliers and other third parties.

Aim

Compliance with data protectionlaw is essential to ensure
that personal dataremains safe, our business operations are
secure, and the rights of individuals are respected. Studsvik
is a controllerunder data protectionlaw, meaning it decides
how and why it uses personal data. This document explains
our procedures for complying with data protection law
inrelation to personal data. It also sets out Employees of
Studsvik’s obligations whenever they are processing any
personal data in the course of theiremployment.

Scope
This policy is supplemented by a guideline providing further
procedures. This is of particularimportance foremployees
who routinely handle personal data.

There will also be other policies which willimpact personal
data and data protectionis dealt with.

This document does not give contractual rights to any
Employees. It may be updated at any time.

This document applies to all Studsvik employees, workers,
contractors, agency workers, consultants, interns, volunteers
and directors (togetherreferred to as ‘Employees’).

Who is responsible for data protection at
Studsvik?

The Group Board s ultimately responsible for Studsvik’s
compliance with applicable data protectionlaws. A Data
Protection Lead for the whole group, arole delegated to the
Chief Financial Officer, is responsible for overseeing and
advising Studsvik on and administering compliance with this
document and data protection laws. Local Data Protection
Representatives are also appointed country wise who can
be accessed via the Data Protection Lead. The Local Data
Protection Representative is to give advice and decide on
exemptions from contracts with third party on disclosure of
personal data, new/changed forms of collection of personal
data orin connection with automated decision-making or
profiling activities. The Local Data Protection Representative
is further to receive and handle reporting of data protection
breaches, be the recipient of and handle related reporting
from employees in the event of requests, enquiries or
complaints and be aware about the records of the personal
data being kept. The local Data Protection Representatives

reports directly to the Data Protection Lead for the group,
whichincludes to keep the Data Protection Lead informed
about deviations and engaged for decision-making when
necessary.

AllEmployees at Studsvik have a responsibility for ensuring
that personal datais kept secure and processedin a lawful
manner although certain Employees will have particular
responsibilities, of which they will be aware and inrespect of
which they may receive specific instructions.

Ifin doubt about how personal data should be handled, or
toraise any concerns or questions inrelation to the operation
(or suspected breaches) of this Document, you should seek
advice from the local Data Protection Representative.

Why is data protection compliance
important?

Data protectionlawin each countryisregulated and
enforced by arelevant governing body. Failure to comply
with data protection law may expose Studsvik and, in some
cases, individual Employees to serious legal liabilities. These
caninclude criminal offences and fines of up to EUR20
million (approximately £18 million) or 4 % of total worldwide
annual turnover, whicheveris higher. In addition, an individual
may seek damages from Studsvik in the courts if theirrights
are breached under data protection law. Breaches of data
protectionlaw canalso lead to serious damage to the
Studsvik brand and reputation.

In addition to the legalliabilities, failure to comply with your
obligations under this Policy could lead to disciplinary action
and, in serious cases, it could result in the termination of your
employment.

What is personal data?

Personal data means any informationrelating to any
living individual (also known as a ‘data subject’) who can be
identified (directly orindirectly) in particular by reference
to anidentifier (e.g. name, employee number, email
address, physical features). Relevantindividuals caninclude
colleagues, customers, members of the public, business
contacts, etc. Personal data can be factual (e.g. contact
details or date of birth), an opinion about a person’s actions

or behaviour, orinformation that may otherwise impact on
that individual. It can be personal, or business related.
Personal data may be automated (e.g. electronic records
such as computer files orin emails) orin manual records
which are part of a filing system or are intended to form part
of afiling system (e.g. structured paper files and archives).

What does ‘processing’ personal data mean?

Processing’ personal data means any activity that involves
the use of personal data (e.g. obtaining, recording or holding
the data, amending, retrieving, using, disclosing, sharing,
erasing or destroying). It also includes sending or transferring
personal data to third parties.

Data Protection Obligations

Studsvikis responsible forand must be able to demonstrate
compliance with data protectionlaws. To ensure that
Studsvik meetsits responsibilities, it is essential that its
Employees comply with applicable data protectionlaw and
any other Studsvik policies, guidelines orinstructions relating
to personal data when processing personal datain the
course of theiremployment.

We have set out below the key obligations under data
protection law and details of how Studsvik expects
Employees to comply with these requirements.

Process personal datain a fair, lawful and
transparent manner

Legal grounds for processing

Data protectionlaw allows us to process personal data only
where there are fair and legal grounds which justify using the
information.

Examples of legal grounds for processing personal data
include the following (at least one of these must be satisfied
foreach processing activity):

e complyingwith alegal obligation (e.g. health and safety
ortaxlaws);

e enteringinto or performing a contract with the
individual (e.g. an Employee’s terms and conditions
of employment, or a contract for services with an
individual customer);

e actinginStudsvik’s orathird party’s legitimate interests
(e.g. maintaining records of business activities,
monitoring business productivity); and

e obtainingthe consent of the individual (e.g. for sending
direct marketing communications).

Where consentisrelied upon, it must be freely given,
specific, informed and unambiguous, and Studsvik must
effectively demonstrate that consent has been given.

In line with local government body guidance regarding
the employer/Employee relationship, Studsvik does not
use consent as a legal ground for processing Employee
dataunless the data processing activities concerned are
genuinely optional.

Inmost cases, consent is also not required for other
standard business activities involving use of customer or
supplierdata, butit may be needed for activities which are
not required to manage the main business relationship, such
as direct marketing or combined business development

activities. In this event, we should never assume that consent
has beenimplied and always seek to obtain written consent
e.g.intheinstance of forwarding on a customer or supplier’s
CV orcompetence data.

Transparency

Data protection law also requires us to process personal
datain a transparent manner by providing individuals with
appropriate, clear and concise information about how we
process their personal data.

We usually provide individuals with basic information about
how we use their data on forms which collect data (such as
application forms or website forms), and inlonger privacy
notices setting out details including: the types of personal
data that we hold about them, how we use it, our legal
grounds for processing the information, who we might share
it with and how long we keep it for. For example, we provide
information about our processing of Employees’ personal
datain the Studsvik Employee Privacy Notice.

We supplement these notices, where appropriate, with
reminders or additional information at the time particular
processing activities take place orbecome relevant foran
individual (for example when they sign up for a new service or
event).

Take extra care when handling sensitive or special
categories of personal data

Some categories of personal data are ‘special’ because
they are particularly sensitive. These include information that
reveals details of an individual’s:

racial or ethnic origin;

political opinions;

religious or philosophical beliefs;

trade union membership;

physical or mental health;

sexual life or sexual orientation:;

biometric or genetic data (if used to identify that
individual); and

e criminal offences orconvictions.

Where special category personal datais concerned, data
protection law requires us to have (as well as one of the
legal grounds described in section "Legal grounds for
processing”), an additional legal ground to justify using
this sensitive information. The appropriate legal ground will
depend on the circumstances.

Additional legal grounds for processing special category
datainclude the following. Those marked with an asterisk
(*) would be particularly relevant to processing Employees’
special category personal data:

Only process personal data for specified, explicit and
legitimate purposes

Studsvik will only process personal data in accordance with
ourlegitimate purposes to carry out our business operations
and to administer employment and other business
relationships.

Make sure that personal data is adequate, relevant and
limited to what is necessary for your legitimate purposes

Data protection law requires us to ensure that, whenwe
process personal data, itis adequate, relevant to our
purposes and limited to what is necessary for those purposes



(also known as ‘data minimization’). In other words, we ask
forthe information we need for our legitimate business
purposes, but we won’t ask for more information than we
need in order to carry out our business operations.

Keep personal data accurate and (where
necessary) up-to-date

Studsvik must take steps to ensure that personal data
isaccurate and (where necessary) kept up-to-date. For
example, we request that Employees provide us with

any change in contact details or personal information
viarelevantlocal forms. We also take care that decisions
impacting individuals are based on accurate and up-to-date
information.

Keep personal data for no longer than is necessary for the
identified purposes

Records containing personal data should only be kept foras
long as they are needed for the identified purposes. Studsvik
has in place dataretention, storage and deletion policies
andinternal processes / guidelines regarding various types
of company records and information that contain personal
data. We take appropriate steps to retain personal data only
forsolong asis necessary, considering the following criteria:

e theamount, nature, and sensitivity of the personal data;

e therisk of harm from unauthorized use or disclosure;

e thepurposesforwhichwe processthe personal data
and how long we need the particular data to achieve
these purposes;

e howlongthe personal datais likely to remain accurate
and up-to-date;

o forhowlongthe personal data might be relevant to
possible future legal claims; and

e anyapplicablelegal, accounting, reporting or
regulatory requirements that specify how long certain
records must be kept.

Take appropriate steps to keep personal data secure

Keeping personal data safe and complying with Studsvik’s
security procedures to protect the confidentiality,
integrity, availability and resilience of personal datais akey
responsibility for Studsvik and its workforce.

Studsvik sets outinrelevant local policies its arrangements
forhandling Confidentiality and Data Protection matters,
which specifically sets out its organizational and technical
security measures to protectinformation, including personal
data.

The same goes for “Information Technology” arrangements,
setting out protocols for Employees on use of technology
and communications systems, which also help to

ensure appropriate security of personal data stored or
communicated using such systems.

We regularly evaluate and test the effectiveness of these
measures to ensure the security of our personal data
processing.

Take extra care when sharing or disclosing personal data

The sharing or disclosure of personal datais a type of
processing, and therefore all the principles described in this

Document need to be applied.

Internal data sharing

Studsvik ensures that personal datais only shared internally
ona‘needtoknow’ basis.

External data sharing

We will only share personal data with other third parties
(including group entities) where we have a legitimate
purpose, and an appropriate legal ground under data
protection law which permits us to do so. Commonly,

this couldinclude situations where we are legally obliged
to provide the information (e.g. relevant bodies for tax
purposes) or where necessary to perform our contractual
duties toindividuals (e.g. provision of information to our
occupational pension providers).

We may appoint third party service providers (known
as processors) who will handle information on our behalf,
forexample to provide payroll, data storage or other
technology services.

Studsvik remains responsible for ensuring that its
processors comply with data protection law and this
Documentin theirhandling of personal data. We must
assess and apply data protection and information security
measures prior to and during the appointment of a
processor. The extent of these measures will vary depending
onthe nature of the activities, but willinclude appropriate
risk assessments and reviews, and contractual obligations.

Details of the recipients or categories of recipients of
personal data (including processors and other third parties)
should be set out in privacy notices as described in section
“Legal grounds for processing” above.

Do not transfer personal data to another country unless
there are appropriate safeguards in place (applicable to
European group companies only)

An overseas transfer of personal data takes place when the
datais transmitted or sent to, viewed, accessed or otherwise
processedin, a different country. European Union data
protection law restricts, in particular, personal data transfers
to countries outside of the European Economic Area (EEA

- thisis the European Union plus Norway, Liechtenstein and
Iceland), to ensure that the level of data protection afforded
toindividualsis not compromised (as the laws of such
countries may not provide the same level of protection for
personal data as within the EEA).

To ensure that data protectionis not compromised when
personal datais transferred to another country, Studsvik
assesses therisks of any transfer of personal data outside
of each country (taking into account the principles in this
Document, as well as the restrictions on transfers outside
the EEA) and puts in place additional appropriate safeguards
where required.

Forexample, each European subsidiary currently sends
personal data to the parent organization within the Studsvik
Group on an as-required basis for group reporting.
Subsidiaries may also occasionally send very basic personal
data to other group companies (Germany, UK, Sweden and
the USA), the purposes of which are limited to competence
development and resource sharing, as well as business
development activities. We may send competence

information to external parties outside of the Studsvik
group in pursuit of winning new businessin markets we are
not currently established. In all these instances, a minimum
of two layers of security will be putin place to safeguard
the data. These may include the examples set outin
section “Take appropriate steps to keep personal data
secure”.

Report any data protection breaches without delay

Studsvik takes any data protection breaches very
seriously. These caninclude lost or mislaid equipment
ordata, use of inaccurate or excessive data, failure to
address anindividual’s rights, accidental sending of

data to the wrong person, unauthorized access to, use
of ordisclosure of data, deliberate attacks on Studsvik’s
systems or theft of records, and any equivalent breaches
by Studsvik’s service providers.

Where there has been a breach of security leading to
the accidental orunlawful destruction, loss, alteration,
unauthorized disclosure of oraccess to individuals’
personal data, Studsvik will take immediate steps to
identify, assess and addressit, including containing the
risks, remedying the breach, and notifying appropriate
parties (see below). Each Studsvik subsidiary or legal entity
setsoutinrelevantlocal policiesits own arrangements for
identifying, assessing and addressing security breaches.

If Studsvik discovers that there has been a personal
data security breach that poses arisk to the rights and
freedoms of individuals, we will report it to the local
government body within 72 hours of discovery.

We also keep aninternal record of all personal data
breachesregardless of their effect and whether ornot we
report them to the local government body.

If a personal data breachis likely to resultin a highrisk to
the rights and freedoms of individuals, we will tell affected
individuals that there has been a breach and provide them
with information about its likely consequences and the
mitigation measures we have taken.

Do not use profiling or automated decision-making
unless you are authorized to do so

Profiling, or automated decision-making, occurs where an
individual’s personal datais processed and evaluated by
automated meansresulting in animportant decision being
takeninrelation to thatindividual. This poses particular
risks forindividuals where a decisionis based solely on that
profiling or other automated processing.

One example of solely automated decision-making
would be using an online psychometric test to
automatically rejectjob applicants who do not meet a
minimum pass mark (without any human oversight such as
areview of the test results by arecruiting manager).

Data protection law prohibits decision-making based
solely on profiling or other automated processing, except
invery limited circumstances. In addition, where profiling
or other automated decision-making is permitted,
safeguards must be putin place and we must give
individuals the opportunity to express their point of view
and challenge the decision. We do not generally conduct
profiling or other automated decision-makinginrespect
of Employees, however Studsvik may onrare occasions
use basic screening questions to automatically reject job
applicants that do not hold the minimum requirements for
aparticularrole. Inthisinstance personal datais assessed
for compliance with these requirements and appropriate

safeguards are implemented on a case by case basis.

Integrate data protectioninto operations

Data protectionlaw requires Studsvik to build data
protection considerations and security measuresinto all
of our operations that involve the processing of personal
data, particularly at the start of a new project or activity
which may impact on the privacy of individuals. This
involves taking into account various factorsincluding:

e therisks(andtheirlikelihood and severity) posed
by the processing for the rights and freedoms of
individuals;

e technological capabilities;

e thecostofimplementation; and

o thenature, scope, context and purposes of the
processing of personal data.

We also seek to assess data protectionrisks regularly
throughout the lifecycle of any project or activity which
involves the use of personal data.

dividual rights and requests

Under data protection law, individuals have certain rights
whenit comes to how we handle their personal data. For
example, anindividual has the following rights:

e Therighttomake a ‘subject accessrequest’.

This entitles anindividual to receive a copy of the
personal datawe hold about them, together with
information about how and why we processitand
otherrights which they have (as outlined below).
This enables them, for example, to check we are
lawfully processing their data and to correct any
inaccuracies.

e Therighttorequest that we correctincomplete or
inaccurate personal data that we hold about them.

o Theright to withdraw any consent which they have
given.

e Therighttorequestthat we delete orremove
personal data that we hold about them where there
is no good reason for us continuing to process it.
Individuals also have the right to ask us to delete
orremove their personal data where they have
exercised theirright to object to processing (see
below).

e Therighttoobject to our processing of their personal
data for direct marketing purposes, or where we are
relying on our legitimate interest (or those of a third
party), where we cannot show a compelling reason to
continue the processing.

e Therighttorequest that we restrict our processing
of their personal data. This enables individuals to ask
us to suspend the processing of personal data about
them, for example if they want us to establishits
accuracy or the reason for processingit.

e Therighttorequestthat we transferto themor
another party, in a structured format, their personal
data which they have provided to us (also known as
theright to ‘data portability’). The applicability of
this right depends on the legal grounds on whichwe
processit.

e Therighttochallenge a decisionbased solely on
profiling/automated processing, to obtain human
intervention, and to express their point of view.



We are required to comply with these rights without undue
delay and, inrespect of certain rights, within a one-month
timeframe.

Individuals also have rights to complain to the local
government body about, and to act in court to enforce
theirrights and seek compensation for damage suffered
from, any breaches.

Record keeping

In order to comply, and demonstrate our compliance,
with data protection law, Studsvik keeps various records
of our data processing activities. These include a Record
of Processing which must contain, as a minimum: the
purposes of processing; categories of data subjects and
personal data; categories of recipients of disclosures

of data; information about international data transfers;
envisaged retention periods; general descriptions of
security measures applied; and certain additional details
for special category data.

Training

We require all Employees to undergo basic training to
enable them to comply with data protection law and this
document. Additional training may be required for specific
roles and activities involving the use of personal data.

To this end, we provide training as part of ourintroduction
process fornew joiners to Studsvik and operate an
ongoing training program to make sure that Employees’
knowledge and understanding of what is necessary for
compliance in the context of theirrole is up-to-date.
Attendance at such training is mandatory and will be
recorded.

Departures from this document

There are some very limited exemptions from data
protection law, which may permit departure from aspects
of this Document in certain circumstances.

You will be given specific instructions if any exemptions
arerelevant toyourrole.

If you think you should be able to depart from this
Document in any circumstances, you must contact your
local Data Protection Representative before taking any
action.

Studsvik AB
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